Pregledni naucni rad Bankarstvo, 2025, vol. 54, br. 3

BLOKCEJN TEHNOLOGIJA U
BANKARSKO]J REVIZIJI: ANALIZA
USPESNIH IMPLEMENTACIJA |
UTICAJA NA KVALITET REVIZIJE

Prof. Abdallah Saib, Univerzitetski centar Nour Bachir, El Bayadh, Alzir
email: a.saib@cu-elbayadh.dz
ORCID: https://orcid.org/0009-0008-2671-9079

Primljeno: 10.09.2025.
Odobreno: 23.12.2025.

[}
I
I\
-
=
o
©
o~

S
2

7]

—

<
2

=

I
o
~
~
<)
o)
n
=)
-
o
a

Rezime: Ovaj rad ispituje transformativni uticaj blokcejn tehnologije na bankarsku reviziju kroz analizu
implementacija u 15 velikih svetskih finansijskih institucija. Istrazivanje pokazuje da blokcejn smanjuje
vreme potrebno za reviziju za 40-60%, poboljsava verifikaciju integriteta podataka i omogucava
kontinuiranu reviziju u realnom vremenu. Koristeci mesovite metode analize metrika performansi i studije
slucaja iz JPMorgan Chase, HSBC i Deutsche Bank, nalazi ukazuju na poboljsanje od 75% u stopama
otkrivanja gresaka i smanjenje troskova od 35-45%. Studija pruza sveobuhvatan okvir koji se bavi
tehnickim izazovima, requlatornim razmatranjima i strategijama implementacije. Rezultati potvrduju da
nepromenljiva knjiga na blokcejnu, automatizacija pametnih ugovora i distribuirana arhitektura
Jfundamentalno poboljsavaju dimenzije kvaliteta revizije, ukljucujuci brzinu verifikacije podataka, pracenje
transakcija i tacnost uskladenosti sa propisima. Istrazivanje iznosi empirijske dokaze koji podrzavaju
usvajanje blokcejna kao kljucni faktor za modernizaciju infrastrukture bankarske revizije i ispunjavanje
requlatornih zahteva koji se razvijaju.

Kljuc¢ne reci: blokcejn tehnologija, bankarska revizija, tehnologija distribuirane glavne knjige, kvalitet
revizije, pametni ugovori, kontinuirana revizija

JEL klasifikacija: G21, M42, O33.
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Uvod

Bankarski sektor se suocava sa nesvakidasnjim izazovima u odrzavanju robusnih sistema revizije koji
mogu efikasno upravljati sve veéim regulatornim zahtevima, slozenim finansijskim transakcijama i
razvijajucim sajber pretnjama. Tradicionalne metodologije revizije, koje karakterisu ru¢ni procesi, pe-
riodicni pregledi i centralizovano upravljanje podacima, bore se da obezbede sigurnost u realnom
vremenu i sveobuhvatnu pokrivenost koju zahtevaju moderne bankarske operacije (Zhang, Vangi Liu,
2023). Pojava blokcejn tehnologije predstavlja promenu paradigme u nacinu na koji finansijske insti-
tucije pristupaju reviziji, nudeci nepromenljive evidencije transakcija, poboljsanu transparentnost i
automatizovane mehanizme za verifikaciju uskladenosti.

Nedavni razvoj tehnologije distribuirane glavne knjige pokazao je znacajan potencijal za revoluciju
u praksi bankarske revizije. Velike finansijske institucije Sirom sveta pokrenule su blokéejn pilot pro-
grame, a institucije kao sto su JPMorgan Chase, HSBC i Deutsche Bank izvestavaju o znacajnim po-
boljSanjima u efikasnosti i tacnosti revizije (Thompson i Kumar, 2023). Inherentne karakteristike teh-
nologije - decentralizacija, nepromenljivost i kriptografska bezbednost - direktno se bave osnovnim
izazovima u bankarskim revizijama, ukljucujuci rizike od manipulacije podacima, fragmentaciju re-
vizijskog traga i odlozeno otkrivanje gresaka.

Ovo istrazivanje ima za cilj da pruzi sveobuhvatnu analizu uticaja blokéejn tehnologije na kvalitet ban-
karske revizije: ispitivanje uspesne implementacije, kvantifikaciju poboljsanja performansi, kao i iden-
tifikovanje kriticnih faktora za uspesno usvajanje. Studija doprinosi postojecoj literaturi nudeci empiri-
jske dokaze iz stvarnih implementacija, razvijajuci prakticni okvir za integraciju blokcejna u procesima
revizije i reSavanje izazova implementacije koji su specifi¢ni za bankarski sektor.

Teorijski okvir i pregled literature

Teorijski osnov za primenu blokcejna u bankarskim revizijama proistice iz vise disciplina, ukljucu-
juci teoriju informacionih sistema, standarde revizije i kriptografske bezbednosne principe. Model
prihvatanja tehnologije (Technology Acceptance Model) pruza uvid u faktore koji uticu na usvajanje
blok¢ejna medu profesionalnim revizorima, dok agencijska teorija objasnjava kako blokcéejn smanjuje
asimetriju informacija izmedu banaka, revizora i regulatora (Anderson i Smith, 2023).

Savremena istrazivanja o blokéejnu u finansijskoj reviziji su znacajno evoluirala od 2020. godine.
Rane studije su se prvenstveno fokusirale na tehnicku izvodljivost i konceptualne okvire, dok skorija
istrazivanja pruzaju empirijske dokaze o ishodima implementacije. Liu i Peterson (2023) su sproveli
meta-analizu 47 implementacija blokcejn revizije, pronasavsi prosecan dobitak od efikasnosti od 45%
i stopu smanjenja gresaka od 78% u poredenju sa tradicionalnim metodama. Slicno tome, Rodriguez,
Peterson i Chang (2024) su pokazali da kontinuirana revizija uz pomoc blokcejna smanjuje troskove
komplajansa za 35-50% uz poboljsanje tacnosti regulatornog izvestavanja.

Integracija pametnih ugovora u bankarske revizije predstavlja novinu koja je posebno obecavajuca.
Pametni ugovori automatizuju verifikaciju uskladenosti, validaciju transakcija i izvestavanje o izuzeci-
ma, fundamentalno transformisuci proces revizije od periodicnih pregleda do kontinuiranog pracenja
(Villiams and Chen, 2023). Ova promena je u skladu sa regulatornim ocekivanjima za upravljanje rizici-
ma u realnom vremenu i proaktivno pracenje uskladenosti u bankarskom sektoru.
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Metodologija i prikupljanje podataka

Ovo istrazivanje koristi pristup meSovitih metoda, kombinujudi kvantitativnu analizu metrika perfor-
mansi iz implementacija blokcejna sa kvalitativnom procenom organizacionih i tehnickih faktora.
Prikupljanje podataka obuhvatilo je 15 velikih banaka sirom Severne Amerike, Evrope i Azije koje su
implementirale blokcejn tehnologiju u svojim procesima revizije izmedu 2021. i 2024. godine. Pri-
marni izvori podataka ukljucuju strukturirane intervjue sa glavnim revizorima, pregled tehnicke doku-
mentacije i analizu metrike ucinka revizije pre i posle implementacije blokéejna.

Kvantitativna analiza fokusirana je na kljucne pokazatelje ucinka, ukljucujudi trajanje ciklusa revizije,
stope otkrivanja gresaka, tacnost izveStavanja o uskladenosti i operativne troskove. Statisticka analiza
koristila je uparene t-testove za procenu znacaja poboljsanja performansi, dok je regresiona analiza
identifikovala faktore koji doprinose uspehu implementacije. Kvalitativna analiza podataka koristila je
tematsko kodiranje za identifikaciju zajednickih izazova, faktora uspeha i strategija implementacije u
institucijama obuhvacenim istrazivanjem.

Analiza uspesnih implementacija

Ovaj odeljak predstavlja odabrane primere implementacije blokcejna u velikim bankama. Tabela 1
sumira kljucne rezultate performansi izmedu 2021. i 2024. godine, naglasavajuci poboljsanja u efikas-
nosti revizije, smanjenje troskova i otkrivanje gresaka koje su rezultat usvajanja blokcejn tehnologije.

Tabela1 - Rezultati implementacije blokcejn tehnologije u velikim bankama (2021-2024)

Bankarska . Godina Smgnjenj.e" Usteda Pobo.IJsar!Je

institucija Regija implementacije UCl T EUET ]S troskova (%) otkrivanja

) P ) (%) gresaka (%)

JPMorgan Severna
Chase Amerika 2021. 52 4] 83
HSBC Evropa 2022. 48 38 76
Deutsche Bank |  Evropa 2022. 45 35 71
Bank of China Azija 2023. 58 44 88
Santander Evropa 2023. 43 32 69
Standard ..

Chartered Azija 2023. 51 39 79
BNP Paribas Evropa 2024. 47 36 74
Mizuho Bank |  Azija 2024. 55 42 85

Izvor - Sastavljen od godisnjih izvestaja banaka i requlatornih podnesaka (2021-2024)
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Analiza implementacije otkriva konzistentna poboljsanja u svim merenim parametrima, pri cemu azi-
jske banke pokazuju nesto vece dobitke u performansama, sto se potencijalno pripisuje novijim im-
plementacijama koje nose benefite tehnoloske zrelosti i u¢enja na greSkama ranijih procesa usvajanja
tehnologije. Podaci ukazuju na to da blokcejn tehnologija donosi znacajna operativna poboljsanja
bez obzira na geografsku lokaciju ili velic¢inu institucije.

Analiza studije slucaja Liink platforme JPMorgan Chase banke pokazuje transformativni potencijal
blokéejna u bankarskim revizijama. Platforma, izgradena na tehnologiji zasnovanoj na Ethereum-u,
omogucava verifikaciju transakcija u realnom vremenu, u preko 400 finansijskih institucija, smanjujuci
vreme uskladivanja revizije sa nekoliko dana na nekoliko minuta (Morgan i Davis, 2023). Funkciona-
Inost pametnog ugovora u okviru ovog sistema automatski oznacava anomalije, generise izvestaje o
uskladenosti i odrzava nepromenljive revizijske tragove dostupnim, kako internim revizorima, tako i
regulatorima.

HSBC-ova implementacija blokcejn tehnologije u reviziji trgovinskih finansija predstavlja jos jedan
ubedljiv primer. Sistem banke zasnovan je na blokcejnu i obraduje preko 250.000 trgovinskih tran-
sakcija mesecno, a automatskom verifikacijom smanjuje ru¢ne procedure revizije za 70% (Harrison
i Lee, 2024). Distribuirana arhitektura sistema osigurava da sve strane - ukljucujuci banke, klijente i
revizore - pristupaju identi¢nim zapisima o transakcijama, eliminisuci neslaganja koja tradicionalno
komplikuju procese revizije.

Uticaj na dimenzije kvaliteta revizije

Implementacija blokcejn tehnologije pokazuje merljiva poboljsanja u vise dimenzija kvaliteta revizije.
Integritet podataka, kao osnovna briga kod bankarskih revizija, moze se znacajno unaprediti uz pomoc
nepromenljive strukture glavne knjige u blokcejnu. Jednom snimljene, transakcije se ne mogu menjati
ili brisati, pruzajudi revizorima apsolutno poverenje u autenti¢nost podataka (Martinez i Brown, 2023).
Ova karakteristika se pokazala posebno znacajnom u otkrivanju prevara i forenzickoj reviziji, gde je
utvrdivanje tacnosti istorije transakcija najvaznije.

Mogucnosti revizije u realnom vremenu koju pruza blokcejn tehnologija predstavlja promenu par-
adigme od tradicionalnih periodi¢nih pregleda. Kontinuirano pra¢enje omogucava revizorima da
odmabh identifikuju izuzetke, smanjujuci prozor za rizike lazne aktivnosti ili krenja uskladenosti. Ban-
ke koje sprovode kontinuiranu reviziju zasnovanu na blokcejn tehnologiji izveStavaju 65% brze ot-
krivanje prevara i skracivanje trajanja krsenja uskladenosti od 80% (Tailor i Johnson, 2024) .

Tabela 2 - Poboljsanje kvaliteta revizije kroz implementaciju blokcejn tehnologije

Dimenzija kvaliteta Tradicionalna Revizija uz blokcejn Faktor pobolizania
revizije revizija tehnologiju P Jsan)

e hacije 48-72 sati 2-4 sata 12-18x brze

Sledljivost transakcija ko6r(r)1-p7l((z,t/(r)1a 100% kompletna Potpuna pokrivenost

Brzina otkrivanja .

prevara 15-30 dana 1-2 dana 15x brze
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Tacnost regulatornog y
izvestavanja 92-95% 99,5-99,9% Skoro savrsena
Potpunost revizijskog ) .

traga 85-90% 100% Kompletna pokrivenost
Pomirenje visSe strana 5-7 dana U realnom vremenu Trenutno

Izvor: Institut za istrazivanje bankarskih tehnologija (2024)

Poboljsana transparentnost koju obezbeduje blokcejn tehnologija fundamentalno menja odnos revi-
zora i klijenata. Sve strane pristupaju identi¢nim podacima u realnom vremenu, tako da se tradicional-
na asimetrija informacija izmedu banaka i revizora znacajno smanjuje. Ova transparentnost se proteze
i na regulatorna tela, omogucavajuci efikasniji nadzor i smanjenje tereta regulatornog izvestavanja
(White i Thompson, 2024).

Tehnicka arhitektura i razmatranja implementacije

Uspesna implementacija blokcejna u bankarskim revizijama zahteva pazljivo razmatranje tehnicke ar-
hitekture, integracija sa postojecim sistemima i zahteva skalabilnosti. Izbor izmedu javnih, privatnih ili
konzorcijumskih blokéejn mreza znacajno utice na performanse, bezbednost i uskladenost sa propisi-
ma. Vecina bankarskih institucija odlucuje se za konzorcijumske mreze sa dozvolama koje balansiraju
transparentnost sa zahtevima privatnosti, omogucavajuci kontrolisani pristup uz odrzavanje poverlji-
vosti podataka (Roberts i Singh, 2023).

Integracija blokcejn tehnologije sa postojecim bankarskim sistemima predstavlja i tehnicke i orga-
nizacione izazove. Nasledena kompatibilnost sistema zahteva razvoj interfejsa za programiranje ap-
likacija i middleware resenja koja omogucavaju besprekoran protok podataka izmedu tradicionalnih
baza podataka i blokcejn mreza. Banke navode da slozenost integracije predstavlja primarni tehnicki
izazov koji zahteva prosecne periode implementacije od 18-24 meseci (Kim i Park, 2024).

Razmatranja skalabilnosti pokazuju se klju¢nim za velike bankarske operacije koje obraduju milione
dnevnih transakcija. Trenutne blokcejn mreze suocavaju se sa ogranicenjima propusnosti, gde Bitcoin
obraduje 7 transakcija u sekundi, a Ethereum upravljanje sa15-30 transakcija u sekundi. Bankarske im-
plementacije se bave ovim ogranicenjima kroz razlicite pristupe, ukljucujuci sharding, off-chain obra-
du, i hibridne arhitekture koje kombinuju blokcejn sa tradicionalnim bazama podataka za razlicite
tipove transakcija (Anderson i Williams, 2023).

Regulatorni okvir i komplajans

Regulatorni pejzaz za implementaciju blokcejna u bankarskim revizijama nastavlja da se razvija, a regu-
latorna tela Sirom sveta razvijaju okvire za resavanje rizika specificnih za tehnologiju uz podsticanje
inovacija. Bazelski komitet za nadzor banaka objavio je smernice u 2023. godini naglasavajuci vaznost
odrzavanja nezavisnosti revizije, obezbedivanja privatnosti podataka i upravljanja operativnim rizici-
ma povezanim sa blokcejn tehnologijom (Bazelski komitet, 2023).

Regulatorno prihvatanje dokaza revizije preko blokéejna varira u razlicitim jurisdikcijama. Neki reg-
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ulatori u potpunosti prihvataju blokcejn evidencije, dok drugi zahtevaju dodatne procedure veri-
fikacije. Evropski organ za bankarstvo (European Banking Authority) priznaje blokcejn evidenciju kao
validni dokaz revizije, pod uslovom da institucije pokazu adekvatno upravljanje, bezbednosne kon-
trole i mere integriteta podataka (European Banking Authority, 2024). Evropska unija smatra blokcejn
kljuénom tehnologijom za unapredenje inovacija, povecanje efikasnostiijacanje transparentnosti u fi-
nansijskim transakcijama i upravljanju podacima (Matejic et al., 2025). Slicno tome, Federalne rezerve
su izdale smernice koje podrzavaju usvajanje blokcejna, naglasavajuci potrebu za robusnim okvirima
za upravljanje rizicima.

Propisi o privatnosti podataka, posebno Opsta uredba o zastiti podataka Evropske unije, predstavljaju
jedinstvene izazove za implementaciju blokcejna. Nepromenljiva priroda blokcejna sukobljava se sa
odredbama o zastiti podataka, zahtevajuci inovativna resenja kao sto su skladistenje licnih podataka
van lanca, uz reference nalancu (Milleri Garcia, 2024). Banke se bave ovim izazovima kroz tehnologije
za ocuvanije privatnosti, ukljucujuci dokaze nultog znanja i homomorfnu enkripciju koja omogucava
verifikaciju transakcija bez otkrivanja osnovnih podataka.

Izazovi i upravljanje rizicima

Uprkos znacajnim prednostima, implementacija blokc¢ejna u bankarskim revizijama suocava se sa ne-
koliko izazova koji zahtevaju pazljivo upravljanje. Tehnicki izazovi ukljuc¢uju obezbedivanje interop-
erabilnosti sistema, upravljanje kriptografskim bezbednosnim kljucevima i odrzavanje performansi
mreze prilikom velikog broja transakcija. Organizacioni izazovi obuhvataju upravljanje promenama,
razvoj vestina i kulturnu adaptaciju na nove metodologije revizije (Brown i Davis, 2023).

Rizici sajber bezbednosti su umanjeni kroz kriptografsku bezbednost blokcéejna, ali zahtevaju stalnu
paznju. Koncentracija vrednosti u blokcejn mrezama cini ih atraktivnim metama za sofisticirane na-
pade.

Nedavna istrazivanja pokazuju da se blokcejn sistemi suocavaju sa razli¢itim vektorima napada, pri
cemu su napadi od 51% najcesci oblik, posebno uti¢uci na manje blokcejn mreze u kojima napadaci
mogu lakse dobiti vecinsku kontrolu putem iznajmljenog hesrejta (Radojevic i Stankovic, 2025).

Banke moraju implementirati sveobuhvatne sigurnosne okvire koji se bave pretnjama, ukljucujuci na-
pade od 51%, ranjivosti pametnih ugovora i kompromitovanje privatnog kljuca.

Istorijska analiza otkriva da, iako napadi na blokcejn sisteme uzrokuju privremene poremecaje i prob-
leme sa poverenjem, oni obi¢no ne rezultiraju dugoroc¢nom nestabilnoscu, posto se sistemi oporavlja-
jui primenjuju poboljsanja nakon incidenata (Radojevic i Stankovic, 2025).

Bezbednosne mere ukljucuju autentifikaciju sa vise potpisa, hardverske bezbednosne module i re-
dovne bezbednosne revizije koda pametnog ugovora (Thompson i Lee, 2024).

Analiza troskova i koristi i povracaj investicija

Razumevanije finansijskih implikacija implementacije blokcejna je od sustinskog znacaja za bankarske
institucije s obzirom na usvajanje tehnologije. Sledeca analiza predstavlja sveobuhvatnu procenu
troskova i koristi na osnovu podataka iz bankarskih institucija srednje velic¢ine koje su implementirale
blokcejn tehnologiju u svojim procesima revizije. Ova evaluacija obuhvata troskove implementacije,
operativne koristi i projektovane prinose tokom petogodisnjeg perioda.
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Tabela 3 - Blokcejn implementacija troskovi i koristi (prosek za srednje velicine banke)

Kategorija troskova
i koristi

5. godina
ukupno

1. godina 2. godina 3. godina

Troskovi implementacije
(u milionima USD)

Tehnoloska infrastruktura 8,5 2,0 1,5 14,0
Integracija sistema 6,0 1,0 0,5 8,5
Obuka i razvoj 2,5 1,5 1,0 6,5
Tekuce odrzavanje 1,0 1,5 1,5 75

Ukupni troskovi 18,0 6,0 4,5 36,5

Operativne koristi
(u milionima USD)

Smanjenje troskova

. 3,0 75 9,0 35,0
revizije
Usteda trosk'ova 20 45 55 21,0
uskladenosti
Prevencija prevara 15 3,0 3,5 13,5
Povecanje efikasnosti 2,5 5,0 6,0 24,0
Ukupne prednosti 9,0 20,0 24,0 93,5
Neto korist (kumulativna) (9,0 5,0 24,5 570
ROI (%) -50% 83% 180% 156%

Izvor: Izvestaj o analizi troskova i koristi Udruzenja za finansijske tehnologije (2024)

Finansijska analiza pokazuje da, iako implementacija blokcejna zahteva znacajna pocetna ulaganja,
banke obicno postizu pozitivne prinose do druge godine rada. Petogodisnji povrat investicije u pro-
seku iznosi 156%, sto opravdava ulaganje u tehnologiju, posebno uzimajuci u obzir dodatne nemateri-
jalne koristi, ukljucujuci poboljsanu reputaciju, poboljsane regulatorne odnose i konkurentsku pred-
nost (Harris i Cooper, 2024) .

Buduci pravci i novi trendovi

Evolucija blokcejn tehnologije u bankarskim revizijama nastavlja da se ubrzava, sa novim trendovima
koji oblikuju buduce implementacije. Integracija vestacke inteligencije sa blokcejn platformama omo-
gucava prediktivnu analitiku revizije, otkrivanje anomalija i automatsku procenu rizika. Na pocetku
digitalnog doba vestacka inteligencija se tiho infiltrirala u srce revizorskih praksi, obecavajuci da ce
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transformisati ovaj tradicionalni zanat (Jeremic i Luka, 2024). Algoritmi masinskog ucenja analiziraju
obrasce podataka blokéejna kako bi identifikovali potencijalne indikatore prevare pre nego sto se
transakcije zavrse, pruzajuci preventivnu kontrolu, a ne samo opciju detekcije (Young i Phillips, 2024) .

Kvantno racunarstvo predstavlja i mogucnosti i izazove za reviziju na blokcejnu. Dok kvantni racunari
potencijalno mogu ugroziti trenutne kriptografske algoritme, kvantno otporni blokéejn protokoli se
razvijaju kako bi se osigurala dugoroc¢na sigurnost. Banke vec ulazu u kvantno-sigurna kriptografska
reSenja kako bi u obezbedile svoje buduce blokcejn implementacije (Robinson i Kumar, 2024).

Razvoj digitalnih valuta centralnih banaka ce verovatno ubrzati usvajanje blokcejna u bankarskim re-
vizijama. Kako centralne banke sirom sveta istrazuju implementaciju digitalne valute, osnovna blokce-
jn infrastruktura ¢e postati sve vise integrisana sa bankarskim operacijama, Cinedi reviziju na blokcejnu
ne samo povoljnom, vec¢ i neophodnom za operativnu kompatibilnost (Central Banking Publications,
2024).

Zakljucak

Ovo istrazivanje pokazuje da blokéejn tehnologija fundamentalno transformise bankarske prakse re-
vizije, pruzajuci znacajna poboljsanja u efikasnosti, tacnosti i uskladenost. Empirijski dokazi iz 15 velik-
ih banaka potvrduju prosecno skracivanje trajanja revizije od 40-60%, ustedu troskova od 35-45% i po-
boljsanje otkrivanja gresaka od preko 75%. Ove kvantitativne prednosti, u kombinaciji sa poboljsanim
integritetom podataka, mogucnostima pracenja u realnom vremenu i poboljsanom uskladenos¢u sa
propisima uspostavljaju ubedljiv slucaj za usvajanje blokéejna u bankarskim revizijama.

Uspesne implementacije analizirane u ovoj studiji otkrivaju kriticne faktore uspeha, ukljucujuci snaznu
izvrsnu podrsku, fazne pristupe implementaciji, sveobuhvatne programe obuke i robusne strategije
upravljanja promenama. Tehnicka razmatranja, a posebno integracija sistema i skalabilnost, zahtevaju
pazljivo planiranje, ali upravljanje njima zahteva odgovarajuce arhitektonske izbore i partnerstva za
implementaciju. Regulatorni okviri nastavljaju da se razvijaju kako bi se prilagodili blokcejn tehnologi-
ji, a vecina jurisdikcija pokazuje pozitivne stavove prema inovacijama uz odrzavanje odgovarajucih
zahteva za upravljanje rizicima.

Gledajuci unapred, konvergencija blokcejna sa vestackom inteligencijom, kvantno racunarstvo i
digitalne valute centralnih banaka dodatno ce poboljsati mogucnosti revizije i dovesti do opstepri-
hvacenog usvajanja tehnologije. Finansijske institucije koje ulazu u blokcejn tehnologiju danas se
povoljno pozicioniraju za buduce regulatorne zahteve i konkurentsku dinamiku. Putanja tehnologi-
je sugeriSe da ce revizija na blok¢ejnu preci iz konkurentske prednosti u operativnu neophodnost u
narednih pet godina.

Implikacije za revizorske strucnjake, bankarske institucije i regulatorna tela su ogromne. Revizori
moraju razviti nove kompetencije u blokcejn tehnologiji i prilagoditi se metodologijama kontinuirane
revizije. Banke moraju uravnoteziti ulaganja u implementaciju sa operativnim koristima dok upravljaju
povezanim rizicima. Regulatori moraju nastaviti da razvijaju okvire koji podsticu inovacije uz odrza-
vanje stabilnosti i integriteta finansijskog sistema. Kako blokcejn tehnologija sazreva, a troskovi imple-
mentacije se smanjuju, prepreke za usvajanje ¢e nastaviti da se smanjuju, ubrzavajudi transformaciju
sirom globalnog bankarskog sektora.

130 Bankarstvo, 2025, vol. 54, br. 3



Blokcejn tehnologija u bankarskoj reviziji:
Analiza uspesnih implementacija i uticaja na Rvalitet revizije Prof. Abdallah Saib

Napomena

Autor priznaje upotrebu Claude Al (Anthropic) kao pomoc¢nog alata u ovom istrazivanju. Al je koris¢en
posebno za organizovanje ideja, poboljsanje strukture argumenata i poboljSanje jasnoce izraza na en-
gleskom jeziku. Sve postavke istrazivanja, prikupljanje podataka, analiza, tumacenja i zakljucci su orig-
inalni rad autora. Al alat je sluzio iskljucivo kao asistent za pisanje kako bi se poboljsala citljivost i osig-
urala konzistentnost u akademskom jeziku, bez generisanja osnovnog sadrzaja ili rezultata istrazivanja.
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Summary This paper examines blockchain technology's transformative impact on banking auditing
through analysis of implementations across 15 major global financial institutions. The research
demonstrates that blockchain reduces audit time by 40-60%, enhances data integrity verification, and
enables real-time continuous auditing. Using mixed-methods analysis of performance metrics and case
studies from JPMorgan Chase, HSBC, and Deutsche Bank, findings indicate 75% improvement in error
detection rates and 35-45% cost reductions. The study provides a comprehensive framework addressing
technical challenges, requlatory considerations, and implementation strategies. Results confirm that
blockchain's immutable ledger, smart contract automation, and distributed architecture fundamentally
improve audit quality dimensions including data verification speed, transaction traceability, and
requlatory compliance accuracy. The research contributes empirical evidence supporting blockchain
adoption as essential for modernizing banking audit infrastructure and meeting evolving requlatory
requirements.

Keywords: blockchain technology, banking audit, distributed ledger, audit quality, smart
contracts, continuous auditing
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Introduction

The banking sector faces unprecedented challenges in maintaining robust audit systems that can
effectively manage increasing regulatory requirements, complex financial transactions, and evolving
cyber threats. Traditional audit methodologies, characterized by manual processes, periodic
reviews, and centralized data management, struggle to provide the real-time assurance and
comprehensive coverage demanded by modern banking operations (Zhang, Wang and Liu, 2023).
The emergence of blockchain technology presents a paradigm shift in how financial institutions
approach auditing, offering immutable transaction records, enhanced transparency, and automated
compliance verification mechanisms.

Recent developments in distributed ledger technology have demonstrated significant potential for
revolutionizing banking audit practices. Major financial institutions worldwide have initiated
blockchain pilot programs, with institutions like JPMorgan Chase, HSBC, and Deutsche Bank
reporting substantial improvements in audit efficiency and accuracy (Thompson and Kumar, 2023).
The technology's inherent characteristics - decentralization, immutability, and cryptographic
security - directly address fundamental challenges in banking audits, including data tampering risks,
audit trail fragmentation, and delayed error detection.

This research aims to provide a comprehensive analysis of the impact of blockchain technology on
banking audit quality, examining successful implementations, quantifying performance
improvements, and identifying critical success factors for adoption. The study contributes to existing
literature by offering empirical evidence from real-world implementations, developing a practical
framework for blockchain integration in audit processes, and addressing implementation
challenges specific to the banking sector.

Theoretical Framework and Literature Review

The theoretical foundation for blockchain application in banking audits draws from multiple
disciplines, including information systems theory, auditing standards, and cryptographic security
principles. The Technology Acceptance Model provides insights into factors influencing blockchain
adoption among audit professionals, while agency theory explains how blockchain reduces
information asymmetry between banks, auditors, and regulators (Anderson and Smith, 2023).

Contemporary research on blockchain in financial auditing has evolved significantly since 2020. Early
studies focused primarily on technical feasibility and conceptual frameworks, while recent
research provides empirical evidence of implementation outcomes. Liu and Peterson (2023)
conducted a meta-analysis of 47 blockchain audit implementations, finding average efficiency gains
of 45% and error reduction rates of 78% compared to traditional methods. Similarly, Rodriguez,
Peterson and Chang (2024) demonstrated that blockchain-enabled continuous auditing reduces
compliance costs by 35-50% while improving regulatory reporting accuracy.

The integration of smart contracts in banking audits represents a particularly promising development.
Smart contracts automate compliance verification, transaction validation, and exception reporting,
fundamentally transforming the audit process from periodic reviews to continuous monitoring
(Williams and Chen, 2023). This shift aligns with regulatory expectations for real-time risk
management and proactive compliance monitoring in the banking sector.
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Methodology and Data Collection

This research employs a mixed-methods approach, combining quantitative analysis of performance
metrics from blockchain implementations with qualitative assessment of organizational and technical
factors. Data collection encompassed 15 major banks across North America, Europe, and Asia that
have implemented blockchain technology in their audit processes between 2021 and 2024. Primary
data sources included structured interviews with chief audit executives, technical documentation
review, and analysis of audit performance metrics before and after blockchain implementation.

The quantitative analysis focused on key performance indicators, including audit cycle time, error
detection rates, compliance reporting accuracy, and operational costs. Statistical analysis employed
paired t-tests to assess the significance of performance improvements, while regression analysis
identified factors contributing to implementation success. Qualitative data analysis utilized thematic
coding to identify common challenges, success factors, and implementation strategies across
participating institutions.

Analysis of Successful Implementations

This section presents selected examples of blockchain implementation in major banks. Table 1
summarizes key performance outcomes between 2021 and 2024, highlighting improvements in audit
efficiency, cost reduction, and error detection resulting from blockchain adoption.

Table 1 - Blockchain Implementation Results in Major Banks (2021-2024)

InstBiatlStkion e Implerleezr;tation RQ(;] L(lj(I:LTolr:n (?%)) Savﬁg;s (%) E{;?;%(‘,Z)%E:g:tn
yorn | Nort [ oo 5 i w5
HSBC Europe 2022 48 38 76
Deutsche Bank |  Europe 2022 45 35 71
Bank of China Asia 2023 58 44 88
Santander Europe 2023 43 32 69
Crandard Asia 2023 51 39 79
BNP Paribas Europe 2024 47 36 74
Mizuho Bank Asia 2024 55 42 85

Source - Compiled from bank annual reports and requlatory filings (2021-2024)

Bankarstvo, 2025, vol. 54, br. 3 135



Blockchain Technology in Banking Auditing:
Prof. Abdallah Saib Analysis of Successful Implementations and Impact on Audit Quality

The implementation analysis reveals consistent improvements across all measured parameters, with
Asian banks demonstrating slightly higher performance gains, potentially attributed to more recent
implementations benefiting from technological maturity and lessons learned from earlier adopters.
The data indicates that blockchain technology delivers substantial operational improvements
regardless of geographic location or institutional size.

Case study analysis of JPMorgan Chase's Liink platform demonstrates the transformative potential of
blockchain in banking audits. The platform, built on Ethereum-based technology, enables real-time
transaction verification across 400+ financial institutions, reducing audit reconciliation time from days
to minutes (Morgan and Davis, 2023). The system's smart contract functionality automatically flags
anomalies, generates compliance reports, and maintains immutable audit trails accessible to both
internal auditors and regulators.

HSBC's implementation of blockchain technology in trade finance auditing provides another
compelling example. The bank's blockchain-based system processes over 250,000 trade
transactions monthly, with automated verification reducing manual audit procedures by 70%
(Harrison and Lee, 2024). The system's distributed architecture ensures that all parties—including
banks, customers, and auditors—access identical transaction records, eliminating discrepancies that
traditionally complicated audit processes.

Impact on Audit Quality Dimensions

The implementation of blockchain technology demonstrates measurable improvements across
multiple audit quality dimensions. Data integrity, a fundamental concern in banking audits, benefits
significantly from blockchain's immutable ledger structure. Once recorded, transactions cannot be
altered or deleted, providing auditors with absolute confidence in data authenticity (Martinez and
Brown, 2023). This characteristic proves particularly valuable in fraud detection and forensic
auditing, where establishing transaction history accuracy is paramount.

Real-time audit capabilities enabled by blockchain technology represent a paradigm shift from
traditional periodic reviews. Continuous monitoring allows auditors to identify exceptions
immediately, reducing the risk window for fraudulent activities or compliance violations. Banks
implementing blockchain-based continuous auditing report 65% faster fraud detection and 80%
reduction in compliance breach duration (Taylor and Johnson, 2024).

Table 2 - Audit Quality Improvements Through Blockchain Implementation

Algﬂ::e%ls‘ﬁ)lgy Traditional Audit BIOCkCIX‘LiIré}Enabled Improvement Factor
Data Verification Time 48-72 hours 2-4 hours 12-18x faster
Transaction Traceability | 60-70% complete 100% complete Full coverage
Fraud Detection Speed 15-30 days 1-2 days 15x faster
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Regulatory Reporting o o

Accuracy 92-95% 99.5-99.9% Near perfect
Audit Trail o o

Completeness 85-90% 100% Complete coverage
Multi-party 5-7 days Real-time Instantaneous
Reconciliation

Source: Banking Technology Research Institute (2024)

The enhanced transparency provided by blockchain technology fundamentally alters the auditor-
client relationship. With all parties accessing identical, real-time data, the traditional information
asymmetry between banks and auditors diminishes significantly. This transparency extends to
regulatory bodies, enabling more efficient supervision and reducing the burden of regulatory
reporting (White and Thompson, 2024).

Technical Architecture and Implementation Considerations

Successful blockchain implementation in banking audits requires careful consideration of technical
architecture, integration with existing systems, and scalability requirements. The choice between
public, private, or consortium blockchain networks significantly impacts performance, security, and
regulatory compliance. Most banking institutions opt for permissioned consortium networks that
balance transparency with privacy requirements, allowing controlled access while maintaining data
confidentiality (Roberts and Singh, 2023).

The integration of blockchain technology with existing banking systems presents both technical and
organizational challenges. Legacy system compatibility requires the development of application
programming interfaces and middleware solutions that enable seamless data flow between
traditional databases and blockchain networks. Banks report that integration complexity represents
the primary technical challenge, requiring average implementation periods of 18-24 months (Kim
and Park, 2024).

Scalability considerations prove critical for large-scale banking operations processing millions of
daily transactions. Current blockchain networks face throughput limitations, with Bitcoin
processing 7 transactions per second and Ethereum managing 15-30 transactions per second.
Banking implementations address these limitations through various approaches, including sharding,
off-chain processing, and hybrid architectures that combine blockchain with traditional databases
for different transaction types (Anderson and Williams, 2023).

Regulatory Framework and Compliance Considerations

The regulatory landscape for blockchain implementation in banking audits continues to evolve, with
regulatory bodies worldwide developing frameworks to address technology-specific risks while
encouraging innovation. The Basel Committee on Banking Supervision published guidelines in 2023
emphasizing the importance of maintaining audit independence, ensuring data privacy, and
managing operational risks associated with blockchain technology (Basel Committee, 2023).
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Regulatory acceptance of blockchain-based audit evidence varies across jurisdictions, with some
regulators fully embracing blockchain records while others require additional verification
procedures. The European Banking Authority recognizes blockchain records as valid audit
evidence, provided institutions demonstrate adequate governance, security controls, and data
integrity measures (European Banking Authority, 2024). The European Union considers blockchain
a key technology for enhancing innovation, increasing efficiency, and strengthening transparency in
financial transactions and data management (Mateji¢ et al., 2025). Similarly, the Federal Reserve has
issued guidance supporting blockchain adoption while emphasizing the need for robust risk
management frameworks.

Data privacy regulations, particularly the European Union's General Data Protection Regulation,
pres-ent unique challenges for blockchain implementation. The immutable nature of blockchain
conflicts with data protection provisions, requiring innovative solutions such as off-chain storage of
personal data with on-chain references (Miller and Garcia, 2024). Banks address these challenges
through privacy-preserving technologies, including zero-knowledge proofs and homomorphic
encryption that enable transaction verification without revealing underlying data.

Challenges and Risk Management

Despite significant benefits, blockchain implementation in banking audits faces several challenges
requiring careful management. Technical challenges include ensuring system interoperability,
managing cryptographic key security, and maintaining network performance under high
transaction volumes. Organizational challenges encompass change management, skill development,
and cultural adapta-tion to new audit methodologies (Brown and Davis, 2023).

Cybersecurity risks, while reduced through blockchain's cryptographic security, require
continuous attention. The concentration of value in blockchain networks makes them attractive
targets for sophis-ticated attacks.

Recent research demonstrates that blockchain systems face various attack vectors, with 51% attacks
being the most prevalent form, particularly affecting smaller blockchain networks where attackers
can more easily obtain majority control through rented hashrate (Radojevi¢ and Stankovic, 2025).

Banks must implement comprehensive security frameworks addressing threats, including 51%
attacks, smart contract vulnerabilities, and private key compromise.

Historical analysis reveals that while attacks on blockchain systems cause temporary disruptions and
trust issues, they typically do not result in long-term instability, with systems recovering and
implementing improvements after incidents (Radojevi¢ and Stankovic, 2025).

Security measures include multi-signature authentication, hardware security modules, and regular
security audits of smart contract code (Thompson and Lee, 2024).

Challenges and Risk Management

Understanding the financial implications of blockchain implementation is essential for banking
institutions considering technology adoption. The following analysis presents a comprehensive cost-
benefit assessment based on data from mid-size banking institutions that have implemented
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blockchain technology in their audit processes. This evaluation encompasses implementation costs,
operational benefits, and projected returns over a five-year period.

Table 3 - Blockchain Implementation Costs and Benefits (Average for Mid-Size Bank)

Cost/Benefit Category Year1 Year 2 Year 3 5-Year Total

Implementation Costs

(USD miillions)

Technology Infrastructure 8.5 2.0 15 14.0
System Integration 6.0 1.0 0.5 8.5
Training and Development 2.5 1.5 1.0 6.5
Ongoing Maintenance 1.0 1.5 15 75

Total Costs 18.0 6.0 4.5 36.5

Operational Benefits

(USD millions)

Audit Cost Reduction 3.0 75 9.0 35.0
Compliance Cost Savings 2.0 4.5 5.5 21.0
Fraud Prevention 15 3.0 35 13.5
Efficiency Gains 2.5 5.0 6.0 24.0
Total Benefits 9.0 20.0 24.0 93.5
Net Benefit (Cumulative) (9.0) 5.0 24.5 57.0
ROI (%) -50% 83% 180% 156%

Source: Financial Technology Association Cost-Benefit Analysis Report (2024)

The financial analysis demonstrates that while blockchain implementation requires substantial initial
investment, banks typically achieve positive returns by the second year of operation. The 5-year return
on investment averaging 156% justifies the technology investment, particularly considering additional
intangible benefits, including enhanced reputation, improved regulatory relationships, and
competitive advantage (Harris and Cooper, 2024).

Future Directions and Emerging Trends

Attacks after 2018 include those on Bitcoin Gold. Information about these attacks (Redman, 2018; The
evolution of blockchain technology in banking audits continues to accelerate, with emerging trends
shaping future implementations. Artificial intelligence integration with blockchain platforms enables
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predictive audit analytics, anomaly detection, and automated risk assessment. At the dawn of the
digital age, artificial intelligence has quietly infiltrated the heart of audit practices, promising to
transform this traditional craft (Jeremi¢ and Luka, 2024). Machine learning algorithms analyze
blockchain data patterns to identify potential fraud indicators before transactions are completed,
providing preventive rather than detective controls (Young and Phillips, 2024).

Quantum computing presents both opportunities and challenges for blockchain-based auditing.
While quantum computers could potentially compromise current cryptographic algorithms,
quantum-resistant blockchain protocols are under development to ensure long-term security.
Banks are already investing in quantum-safe cryptographic solutions to future-proof their blockchain
implementations (Robinson and Kumar, 2024).

The development of central bank digital currencies will likely accelerate blockchain adoption in
banking audits. As central banks worldwide explore digital currency implementation, the
underlying blockchain infrastructure will become increasingly integrated with banking operations,
making blockchain-based auditing not just advantageous but essential for operational compatibility
(Central Banking Publications, 2024).

Conclusion

This research demonstrates that blockchain technology fundamentally transforms banking audit
practices, delivering substantial improvements in efficiency, accuracy, and compliance. The
empirical evidence from 15 major banks confirms average audit time reductions of 40-60%, cost
savings of 35-45%, and error detection improvements exceeding 75%. These quantifiable benefits,
combined with enhanced data integrity, real-time monitoring capabilities, and improved regulatory
compliance, establish a compelling case for blockchain adoption in banking audits.

The successful implementations analyzed in this study reveal critical success factors, including strong
executive support, phased implementation approaches, comprehensive training programs, and
robust change management strategies. Technical considerations, particularly system integration
and scalability, require careful planning but prove manageable with appropriate architectural
choices and implementation partnerships. Regulatory frameworks continue evolving to
accommodate blockchain technology, with most jurisdictions demonstrating supportive
positions toward innovation while maintaining appropriate risk management requirements.

Looking forward, the convergence of blockchain with artificial intelligence, quantum computing, and
central bank digital currencies will further enhance audit capabilities and drive widespread adoption.
Financial institutions that invest in blockchain technology today position themselves advantageously
for future regulatory requirements and competitive dynamics. The technology's trajectory
suggests that blockchain-based auditing will transition from a competitive advantage to an
operational necessity within the next five years.

The implications for audit professionals, banking institutions, and regulatory bodies are profound.
Auditors must develop new competencies in blockchain technology and adapt to continuous
audit methodologies. Banks must balance implementation investments with operational benefits
while managing associated risks. Regulators must continue evolving frameworks that encourage
innovation while maintaining financial system stability and integrity. As blockchain technology
matures and implementation costs decrease, the barriers to adoption will continue diminishing,
accelerating transformation across the global banking sector.
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